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Abstract

The world of "virtual assets" is an integral part of the technological revolution in the current
financial system, which has transformed the traditional economy into a digital economy. However,
criminals have exploited it for money laundering while remaining anonymous, concealing the
trail of their illicit financial transactions through the dark web. Conducting financial investigations
and tracing these assets is a new challenge that requires further research and analysis, which this
study aims to undertake.

The study adopts a comparative analytical approach by analyzing the legal texts of EU Regulations
No. 1113-1114/2023 issued by the European Council as a comprehensive regulatory framework
for virtual asset service providers. It also examines the key rules introduced by the Financial
Action Task Force, including the "Travel Rule".

Therefore, the primary objective of this study is to continuously highlight international efforts
to combat money laundering through virtual assets, particularly the efforts of the U.S. Treasury
Department, which has successfully apprehended offenders operating on the dark web. These
efforts serve as a practical guide for investigators handling similar cases.

One of the main conclusions of this study is that conducting financial investigations on the dark
web is legally complex, as it depends on the laws of the country where the assets have been
transferred. Hence, the significance of this study lies in providing legal and practical expertise.
It is recommended to examine U.S. laws and judicial precedents, paying special attention to
the efforts of FATF and the European Council in establishing treaties and initiatives to support

international cooperation in combating the illicit and anonymous use of virtual assets through the
dark web.

Keywords: Financial investigations; Virtual assets; Travel rule; Money laundering; Dark web
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14 National Money Laundering Risk Assessment, Department of the Treasury, February 2022, p45.

15 Combating Cyber-enabled Financial Crimes in the era of Virtual Asset and Darknet Service Providers, June 2020,
INTERPOL, NTU and CFLW Cyber Strategies, p10,11.
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18 Requirements for certain transactions involving certain convertible virtual currency or digital assets, December 18, 2020,
pl. Available under https://home.treasury.gov/system/files/136/2020-12-18-FAQs.pdf
19 Application of FinCEN’s Regulations to Certain Business Models Involving Convertible Virtual Currencies, 9 May 2019,
pl5. available under:https://www.fincen.gov/sites/default/files/2019-05/FinCEN%20Guidance%20CVC%20FINAL%20
508.pdf
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https://journals.qu.edu.qa/index.php/IRL/article/view/45072945/

21 Requirements for certain transactions involving certain convertible virtual currency or digital assets, 18 December 2020.
available under:https://home.treasury.gov/system/files/136/2020-12-18-FAQs.pdf
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22 FATF (2023), Targeted Update on Implementation of the FATF Standards on Virtual Assets/VASPs, FATF, Paris, France,
JUNE 2023, p33.https://www.fatf-gafi.org/content/fatf-gafi/en/publications/Fatfrecommendations/targeted-update-virtualassets-
vasps-2023.html

23 Akinbowale, O.E., Klingelhéfer, H.E. and Zerihun, M.F. (2024), “Investigating the level of effectiveness of the anti-fraud
technologies employed by the South African banking industry for cyberfraud mitigation”, Journal of Financial Crime,
Vol. 31 No. 1, pp. 201-225.
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27 Digest of cyber organized crime, United Nations office on drugs and Publishing, Second Edition, 2022, p111.
Available under: https://www.unodc.org/documents/organized-crime/tools_and_publications/Digest of Cyber Organized
Crime 2nd_edition English.pdf
o e IS5 ) o e A Y16l bleadls Sl e oSl 4 J5end o3, j34S Blockehain &6 Joxs 28
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2025 Ll 13,050 &= U chronicle/blockchain-and-sustainable-growth
29 Federico Paesano, Cryptocurrencies and money laundering investigations, Basel Institute on Governance Publications, 15
March 2021 updated 11 August 2023, p3. https://baselgovernance.org/sites/default/files/2023-08/230822 quick guide
update_en.pdf
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31 U.S. Attorney Announces Historic $3.36 Billion Cryptocurrency Seizure And Conviction In Connection With Silk Road
Dark Web Fraud, 7 November 2022 available under: https://www.justice.gov/usao-sdny/pr/us-attorney-announces-
historic-336-billion-cryptocurrency-seizure-and-conviction

32 https://www.ice.gov/doclib/video/gallery/161019darknet.mp4
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33 Kayla Eisenman, Counterproliferation Financing for Virtual Asset Service Providers -Guidance Paper, Royal United
Services Institute for Defense and Security Studies Publications, 2021, p9; and Lazarus hacker group continues to
target crypto using faked trading software available under: https://bitcoinmagazine.com/culture/lazarus-hacker-group-
continues-target-crypto-using-faked-trading-software
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35 United States of America v. Ross William Ulbricht, No. 15-1815-cr (2d Cir. 31 May,2017 ) , Available under: https://

sherloc.unodc.org/cld/en/case-law-doc/cybercrimecrimetype/usa/2017/united_states_of america_v._ross_william_

ulbricht no. 15-1815-cr 2d cir._may 31 2017.html
36 Case 1:14-cr-00068-LGS Document 394 Filed 11/07/22, p3.
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