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Abstract

Cybersecurity has become asignificantissue thatraises concern among nations, businesses,
and individuals alike. Due to the continuous evolution of methods for committing crimes
in the digital environment, this study addresses the legal framework of cybersecurity to
identify the gaps that the Jordanian legislator has encountered in defining and organizing
the relevant provisions and associated crimes. The study concluded that the current legal
situation hinders the development of the cybersecurity framework, primarily due to
gaps in defining cybersecurity itself and the overlap between electronic crimes against
individuals and those targeting networks and information systems. To address this, the
study adopted a comprehensive analytical comparative methodology, examining the legal
provisions related to cybersecurity and associated crimes in Jordan by comparing them
with other legal systems to uncover deficiencies and legislative gaps. This methodology
aims to provide a comprehensive perspective that contributes to improving the current
legal framework and proposing effective solutions to bridge the gaps and enhance the
cybersecurity system.

Keywords: Cybersecurity; Cybercrimes; Electronic Crimes; Information systems;
Networks; Jordan
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21 European Parliament and Council of the European Union, Directive (EU) 2016/1148 of 6 July 2016 concerning measures
for a high common level of security of network and information systems across the Union, (NIS Directive) Official
Journal of the European Union, L 194 (2016), 1-30.
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