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Abstract

The study aims to determine the impact of applying blockchain technology in the criminal justice
system, as the digital transformation has great importance in the modern era in achieving fair and
efficient justice. It also aims to understand the nature of blockchain technology and its mechanism
of operation, in addition to demonstrating the availability of irrefutable digital evidence through
the protection of its integrity and legal validity, which facilitates its acceptance by the competent
judicial authorities. The study’s problem is represented by discussing a fundamental issue: the
evidential value of digital evidence extracted from blockchain technology in the criminal justice
system.

Study Methodology: To address its problem, this study adopted a descriptive approach to
describe the uses of contemporary technology in criminal justice. It also relied on an analytical
approach to analyze facts and data to clarify the nature of blockchain technology and determine
its relationship with digital evidence.

Results: The study concluded that it is important to complete the regulations applicable to
blockchain evidence in the area of rule design, particularly with regard to legal liability. It has
become necessary to formulate clear and specific legal rules to reduce judicial uncertainty.

Originality of the Study: Given the lack of legal studies that address the evidentiary value of
blockchain records in the criminal justice system, this study is considered a scientific addition
to the field of criminal evidence, especially after the increasing complexity of digital criminal
activities which led to judicial authorities facing challenges in preserving the integrity and
credibility of digital evidence due to its presence at a virtual crime scene. Given the increasing use
of blockchain technology, the way it is handled in litigation and other legal disputes is becoming
increasingly important. Therefore, blockchain-based systems offer a revolutionary approach to
addressing these concerns by providing a decentralized, immutable, and transparent platform for
managing criminal record data.
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