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Abstract

Today, commercial companies face great challenges in maintaining privacy policy, data protection
and information security. In recognition of these threats, insurance companies have intervened
and introduced the cyber insurance called also electronic insurance. The cyber insurance is a
response to the companies’ needs (demands) to defend their interests and reduce data breach
and privacy violation damages resulting from electronic attacks. This research aims to study the
legal problems related to electronic insurance for cyber risks with an increased cyber-attacks
and demands for electronic insurance under the exceptional circumstances of the (Covid-19)
pandemic. The results indicate the need to regulate the legal framework for an electronic
insurance contract in the national legislation.
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= types will increase. While phishing and malware via email remain the most common types of attack, ransomware that
targets user devices and the cloud can threaten infrastructure, resulting in significant insurance losses. According to
estimates from market research institute Cybersecurity Ventures, companies around the world fall victim to such attacks
every 14 seconds on average in 2019. See, Munich - Re worldwide, Retrieved on 14/3/2021, from https://www.munichre.
com/en/risks/cyber-risks.html

31 Kjartan Palsson, Steinn Gudmundsson, Sachin Shetty, Analysis of the impact of cyber events for cyber insurance,
Received: 16 September 2019 / Accepted: 5 May 2020 / Published online: 4 June 2020 © The Geneva Association 2020.
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