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Evidence obtained from social media sites and their role in criminal proceedings: A
study in the English and the American laws

Abstract

The ubiquity of social networking sites (SNS) and the amount of personal information they contain make
them a fertile source of potential evidence. The nature of these sites, however, poses evidentiary challenges,
in particular authentication. This article addresses the problems related to the use in criminal trials of
evidence from Social Networking Sites and examines its implications in both English and American laws.

It discusses the importance of social media in criminal proceedings, including access to and use of social
media evidence, constitutional issues that social media evidence raises, and the authentication and
admissibility of such evidence.

Evidentiary standards developed for other types of electronically-stored information may not be adequate
for social media. While it is submitted that existing evidential rules are largely sufficient for dealing with SNS
evidence, further guidance is needed on certain issues, particularly authentication. Different types of social
media evidence require different indicia of reliability. Therefore, law enforcement agencies should consider
methods of data collection that will help to ensure authentication. Carefully documenting the process of data
gathering, and using sophisticated software where necessary, will help to ensure that the fruits of discovery
are not excluded from evidence due to a failure of authentication.

Keywords: social media evidence, criminal proceedings, authentication, admissibility.
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See Murphy & Fontecilla, supra note 1.
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Legal Guidance: Stalking and Harassment, Crown Prosecution Service, http://www.cps.gov.uk/legal/s_to_u/stalking_and_
harassment/ (last visited Aug. 21, 2017). Nottinghamshire Police recently reported that crimes involving Facebook rose
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facebook/7546238/Crimes-involving-Facebook-up-346-pc-police-force-claims.html. Cyberbullying is the act of harming or
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Aug. 16, 2017).
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Bill Belsey, Cyberbullying: An Emerging Threat to the “Always On” Generation, https://pdfs.semanticscholar.org/d4bg/5dsad
8599e86cd726290f4e4a5d8309f6bda.pdf (last visited Aug. 16, 20172.

Applause Store Prods. Ltd. v. Raphael [2008] EWHC (QB) 1781.
R v. Scott [2008] EWCA (Crim) 3201; R v B(C) [2010] EWCA (Crim) 3009 r'

R v. Breakwell [2009] EWCA (Crim) 2298
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Junichi P. Semitsu, From Facebook to Mug Shot: How the Dearth of Social Networking Privacy Rights Revolutionised Online re

.(Government Surveillance, 31 Pace L. Rev. 291 (2011
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Gulf Online, The number of users of “Social Networking” in the world, http://www.alkhaleejonline. net/
articles/1484752055076685500/ (last visited Oct. 12, 201?)

See lan Walden, Accessing Data in the Cloud: The Long Arm of the Law Enforcement Agent (Queen Mary Sch. L. Res. Paper
No. 74/2011, March, 2011), http://ssrm.com/abstract=1781067 [hereinafter Walden, Accessing Dufa}\

See Semitsu, supra note 23, at n.263.
Applause Store Prods. Ltd. [2008] EWHC 1781 (QB). ra

Id. at [11]
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Micheél O’Floinn & David Ormerod, Social Networking Sites, RIPA, and Criminal Investigations, 2011 Crim. L. Rev. 766, 768- 69

[hereinafter O’Floinn & Ormerod, Social Networking S/tes;
See Shea Bennett, Facebook, Twitter, Pinterest, Instagram — Social Media Statistics and Facts 2012, Aoweek (Nov. 1, 2012)

http://www.mediabistro,com/alltwitter/social—media—stats—zolz_bso%l.
See, e.g., United States v. Robison, No. 11CR380 DWF/TNL, 2012 WL 1110086, at *1-2 (D. Minn. Mar. 16, 2012) (noting that ¥
law enforcement official created fake online identity and became Facebook friends with defendant, “which permitted [the
government] to view [the defendant’s] name and photo on his Facebook account”); United States v. Phillips, Crim. No. 3:06—
CR-47,2009 WL 1918931, at *7 (N.D. W. Va. July 1, 2009) (noting that the government “created an undercover user profile on
www.myspace.com”).
United States v. Meregildo, No. 11 Cr. 576(WHP), 2012 WL 3264501, at *2 (S.D.NY. Aug. 10, 2012).
The Fourth Amendment to the U.S. Constitution states that: “The right of the people to be secure in their persons, houses,
papers, and effects against unreasonable searches and seizures, shall not be violated, and no Warrants shall issue but upon
probable cause, supported by oath or affirmation, and particularly describing the place to be searched and the persons or
things to be seized.”
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electromc communications) wqﬂ.ug}.l.ﬁ_]ﬂ wllaill &oang (information society service)
U.ﬁ.]g Lrlogleoll foino doray Juul (o 1=f weloinll Jnlgill &dlgo Ol asd Ly U Loo (Service
&dlgo ol adall oy wils gy .l Yaal o Lol g d@iigriall wllasl dossy JAus culs 13] ayans
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Ryan Gallagher, Feds Monitor Facebook “Likes,” Infiltrate Skype Chats To Build Terrorism Case, Siate: Future Tense (Nov. 29, i
2012),
http://mobile.slate.com/blogs/future_tense/2012/11/29/facebook _likes_skype_used_to_build_fbi_case_against california_
terrorism.html.
.Complaint at 26-28, United States v. Kabir, No. ED12-0431M (C.D. Cal. Nov. 16, 2012), 2012 WL 6576560 I

Directive 2000/31/EC, of the European Parliament and of the Council of 8 June 2000 on certain legal aspects
of information society services, in particular electronic commerce, in the Internal Market (Directive on electronic
commerce), 2000 O.J. (L 178/1), http://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX:32000L0031. See Recital 17 for a
paraphrase of the definition of an ISS.
Directive 2002/21/EC, of the European Parliament and of the Council of 7 March 2002 on a common regulatory framework #9
for electronic communications networks and services (Framework Directive), 2002 O.). (L 108) art.2(c), http://eur-lex.europa.
eu/legal-content/en/ALL/?uri= CELEX%3A32002L0021

Article 29 Opinion, supra note 15, at 4.
See generally lan Walden, Telecommunications Law and Regulation (3d ed. 2009). Feiler contends that the definition of !
ECS, with respect to the Internet, “only matches Internet access providers.” Lukas Feiler, The Legality of the Data Retention
Directive in Light of the Fundamental Rights to Privacy and Data Protection, 1 Eur. . L. & TecH. 3 (201(?.

This point is supported by the fact that retention obligations in the Data Retention (EC Directive) Regulations do not
currently extend to any SNS communications: Directive 2006/24/EC, of the European Parliament and of the Council of 15
March 2006 on the retention of data generated or processed in connection with the provision of publicly available electronic
communications services or of public communications networks and amending Directive 2002/58/EC, 2006 O.). (L 105/54),
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0):L:2006:105:0054:0063:EN:PDF. See also Responses of Mr. Vernon
Coaker to questions posed during the discussion of the Draft Data Retention (EC Directive) Regulations 2009 (Fourth
Delegated Legislation Committee, March 16, 2009); Data Retention Expert Group (Commission Decision 2008/324/EC) on
webmail and web-based messaging: DATRET/EXPGRP (2009) 2 -- FINAL - ANNEX- 03 12 2009. For critique of the Directive,
see Feiler, supra note 41; lan Brown, Communications Data Retention in an Evolving Internet, 19 1.J.L. & IT. 95 (2011). Many
countries have expressed concern over the Directive, and the ECJ is soon due to rule on its legality following a referral from
Ireland.
O’Floinn & Ormerod, Social Networking Sites, supra note 31, at 769. ev
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Directive 2002/58/EC, of the European Parliament and of the Council of 12 July 2002 concerning the processing of €€
personal data and the protection of privacy in the electronic communications sector (Directive on privacy and electronic
communications), 2001 0.J. (L 201/37), http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32002L0058.
Regulation of Investigatory Powers Act 2000, c. 23 [hereinafter RIPA], Explanatory Notes 9 9, http://www.legislation.gov. £°
uk/ukpga/2000/23/notes/contents.

See Directive 97/66 concerning the processing of personal data and the protection of privacy in the telecommunications
sector, 1997 0.J. (L 24/1) (No longer in force). Note the definition of “telecommunication service” under this Directive was
much broader than the new definition of ECS.

Section 22(4) RIPA; see also § 25(1) for the definition of “telecommunications operator.” RIPA is not the only regulatory
scheme applicable to information-gathering from SNS providers. If communications data or content is stored, the information
could potentially be requested under § 9 of the Police and Criminal Evidence Act 1984, c. 60 [PACE], http://www.legislation.
gov.uk/ukpga/1984/60/contents. See R (on the application of NTL Group Ltd.) v. Ipswich Crown Court [2002] EWHC 1585
(Admin), [2003] Q.B. 131, which controversially sanctioned non-RIPA authorised interceptions of communications. However,
the evidence is often based abroad, as is the provider, thereby hampering investigations. See Walden, Accessing Data, supra
note 27, at 12.
O’Floinn & Ormerod, Social Networking Sites, supra note 31, at 770.
See Nick Tilley, Modern Approaches to Policing: Community, problem-oriented and intelligence-led, in Tim NEwsURN,
Hanpsook of PoLicing 373 (2008).
Arecent study of children between the ages of 9-16 in 25 European countries found that 28% had partially private profiles, ®*
with 26% reporting that their profile was open for anyone to view. See Sonia Livingstone et al., Risks and safety on the
internet: The perspective of European children: full findings and policy implications from the EU Kids online survey of 9-16
year olds and their parents in 25 countries 38 (London Sch. Econ. Research Online, Aug. 2012). A 2008 Ofcom report similarly
found that 44% of adult users of SNSs had “open” accounts, meaning their entire profiles could be seen by anyone, 25% of
adult users share sensitive personal information, and 17% talk to people they don’t know. See Ofcom, Social Networking: A
quantitative and qualitative research report into attitudes, behaviours and use 5-9 (Res. Paper, Apr. 2, 2008), http://news.
bbc.co.uk/1/shared/bsp/hi/pdfs/02_os_08_ofcom.pdf.
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David Kirkpatrick, Facebook’s Founder Goes Public, Wirep, Aug. 10, 2010, at 52 (Extract from Davip KirkpaTrick, THe Facesook ®!

ErrecT (2010)
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E.g., in Brown [2010] EWCA (Crim) 1203, evidence included information from an undercover police officer deployed as a°'“
“covert Internet investigator.” Posing on Bebo as a 14-year-old called “Shelley,” with a photo in a school uniform, she was
contacted by Brown, who asked her to communicate with him on MSN.
Mark Williams-Thomas, / posed as a girl of 14 online. What followed will sicken you, Daiy Mai, Mar. 11, 2010, http://www. ot
dailymail.co.uk/news/article-1256793/1-posed-girl-14-online-What-followed-sicken-you.html. Even before the creation of
SNSs, chat rooms presented similar dangers and resulted in similar calls for covert police action.
See United States v. Warshak, 631 F3d 266, 282 (6th Cir. 2010) (citing 18 U.S.C. §§ 2701-2711); see also Crispin v. Christian ©°
Audigier, Inc., 717 F. Supp. 2d 965, 977 (C.D. Cal. 2010) (applying the SCA to subpoenas issued to Facebook and MySpace
while recognizing that no courts “have addressed whether social-networking sites fall within the ambit of the statute”).
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L=l doanollviad aili olaill 589 . Jro 3000 Gllgn Ay vuipil] pals @llg &oal il 5l

Rudolph J. Burshnic, Note, Applying the Stored Communications Act to the Civil Discovery of Social Networking Sites, 69 ol
Wast. & LEE L. Rev. 1259, 1261-64 (2012).

See, e.g., Hubbard v. MySpace, Inc., 788 F. Supp. 2d 319, 321-27 (S.D.NY. 2011) (holding that search warrant served by state®V
authorities on MySpace to produce, among other things, the account IP address, the contents of the account user’s inbox,
and sent email was sufficient to satisfy the requirements of the Stored Communications Act); Crispin, 717 F. Supp. 2d at 991
(acknowledging the privacy settings of the user, the court quashed subpoenas seeking private messages on Facebook and
MySpace because they were protected under the Stored Communications Act).

Warshak, 631 F3d 266 (citing 18 U.S.C. §§ 2701-2711). °M

See Warshak, 631 F.3d at 288 (holding that warrantless seizure of emails from ISP pursuant to SCA violated Fourth 09
Amendment); see also Nathan Petrashek, Comment, The Fourth Amendment and the Brave New World of Online Social
Networking, 93 Mara. L. Rev. 1495, 1513-32 (2010) (arguing that individual s should have Fourth Anendnents rights in their

privately shared information on social networking platforms%.

People v. Harris, 945 NY.S.2d 505, 510 (NY. Crim. Ct. 2012).
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Romano v. Steelcase, Inc., 907 NY.S.2d 650 (Sup. Ct. 2010). L

United States v. Stirling, 11-20792-CR-ALTONAGA, 2012 WL 12926045, at *2 (S.D. Fla. June 5, 2012).

In Stirling, the United States District Court, Southern District of Florida, Miami Division held that: w

If a defendant] needs to hire a computer forensics expert and obtain a program to retrieve information not apparent]
by reading what appears in a disk or hard drive, then such a defendant should so be informed by the Government,
which knows of the existence of the non-apparent information. In such instance, and without the information or
advice to search metadata or apply additional programs to the disk or hard drive, production has not been made

in a reasonably usable form. Rather, it has been made in a manner that disguises what is available, and what the
.Government knows it has in its arsenal of evidence that it intends to use at trial
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Campbell v. State, 382 SW.3d 545, 546 (Tex. App. 2012); see also United States v. Drummond, Crim. Action No. 1:09- o
00159, 2010 WL 1329059, at *2-3 (M.D. Pa. Mar. 29, 2010)
Grewal [2010] EWCA (Crim) 2448. 1©
Mateza [2011] EWCA (Crim) 2587.
Wayte [1983] 76 Cr. App. R. 110 at 118; see also Kajala v. Noble [1982] 75 Cr. App. R. 149.
Section 134(1) of the Criminal Justice Act 2003, c. 44 [hereinafter CJA 2003] defines “document” as “anything in which A
information of any description is recorded.”
Saward [2005] EWCA (Crim) 3183. q
Bucknor [2010] EWCA (Crim) 1152; Bailey [2008] EWCA (Crim) 817
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See Michedl O’Floinn & David Ormerod, Social Networking Material as Criminal Evidence, 2012 Crim. L. Rev. 486, 487
[[hereinafter O’Floinn & Ormerod, Social Networking Material
[2005] EWCA (Crim) 1439; [2006] Crim. L.R. 56, Court of Appeal (Crim. Div.). vr
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United States v. Jackson, 488 F. Supp. 2d 866 (D. Neb 2007) (holding reached despite there being a witness “with e
knowledge”); see also People v. Lenihan, 911 NY.S.2d 588, 592 (Sup. Ct. 2010)(defendant’s attempt to submit a photo taken
from a SNS, in order challenge two witnesses, was not allowed “[i]n light of the ability to ‘photo shop’, edit photographs on
the computer\)

Fep. R. Evip. 901(b)(1)

Alppearance, contents, substance, internal patterns, or other distinctive characteristics of the item, taken together W|th]
all the circumstances.” Fep. R. Evip. 901(&))(\)

Steven Goode, The Admissibility of Electronic Evidence (2009) 29 Rev. Limic. 1, 9 (2009).
[2003] EWCA (Crim) 3067, Court of Appeal (Crim. Div.). vy
Glniellg Jisll lln Lagna dadlall hlasly @_UJ_LU A yaiaig (jlugg hidal @Q 2109 Go4N0 CE) elldoano VA
(1971 Courts Act) 1971 & Aol (Heild Lngos lm§lii] o 289 .yl diumg anlg UALS (o dos ol JAuilg . Ld_l.u_“g

:EWCA (Crim) 3067, Court of Appeal (Crim. Div.), at 12. The Court of Appeal held [2003

Three grounds of appeal are raised before us. The first is that the email message that went before the jury was
inadmissible. It is argued that this is a document which is in effect secondary evidence and without proving the audit
trail in respect of it or taking steps of a similar kind to show the authenticity of the document it was not admissible in
.evidence because it was in effect hearsay
[2003] EWCA Crim 3067, Court of Appeal (Crim. Div.) at 13. The Court of Appeal held: A
We simply do not accept that argument. The complainant was entitled to give evidence as to what it was that she saw on her
computer screen when she logged on. That was a threatening message and there can be no doubt at all that she could give
evidence of the threatening message that she received and of the content of that message, which, amongst other things,
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would include the indications in the message itself as to from whom it had come and from what email address. Once she
was entitled to give that evidence, it seems clear to us that she was also entitled to say that she pressed a computer button
and that caused the machine to print out what was on her screen and to produce that document. It may well be that that
document would have been arguably inadmissible without her oral evidence as to what had occurred, but certainly once
she had given evidence as to the circumstances it seems to us she was entitled to produce a document which, if the jury
accepted it to be a genuine document, confirmed in clear terms what it was that she had seen. Whether the jury did or did
not accept it as genuine in the context of this case was manifestly a matter for them. The allegation was put to her and she
.rejected any suggestion that there was anything untoward about this document
Association of Chief Police Officers, ACPO Good Practice Guide for Digital Evidence (March 2012), http://www.digital- N
detective.net/digital-forensics-documents/ACPO_Good_Practice_Guide_for_Digital_Evidence_vs.pdf; Information Assurance
Advisory Council, Directors’ and Corporate Advisors’ Guide to Digital Investigations and Evidence 63 (2d ed. Jan. 2009),
file:///C:/Users/Owner/Downloads/DigitallnvestigationsGuide.pdf.

State v. Bell, No. CA2008-05-044, 2009 WL 1395857 (Ohio Ct. App. May 18, 2009).
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Id. at 19 29-31. "

Tienda v. State, 358 SW.3d 633 (Tex. Crim. App. 2012); see also In re F.P, 878 A.2d 91(Pa. Super. Ct. 2005); Manuel v. State,
357 SW.3d 66 (Tex. App. 2011)

Commonwealth v. Williams, 926 N.E.2d 1162 (Mass. 2010)

State v. Eleck, 23 A.3d 818 (Conn. App. Ct. 2011).
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:The Appellate Court of Connecticut stated AV

The precise issue raised here is whether the defendant adequately authenticated the authorship of certain messages
generated via Judway’s Facebook account. The need for authentication arises in this context because an electronic
communication, such as a Facebook message, an e-mail or a cell phone text message, could be generated by someone other
than the named sender. This is true even with respect to accounts requiring a unique user name and password, given that
account holders frequently remain logged in to their accounts while leaving their computers and cell phones unattended.
Additionally, passwords and website security are subject to compromise by hackers. Consequently, proving only that a
message came from a particular account, without further authenticating evidence, has been held to be inadequate proof of
.authorship
.Eleck, 23 A.3d at 822

:The Supreme Judicial Court of Massachusetts stated

There was insufficient evidence to authenticate the messages and they should not have been admitted. Although

it appears that the sender of the messages was using Williams’s MySpace Web “page,” there is no testimony (from
Noyes or another) regarding how secure such a Web page is, who can access a Myspace Web page, whether codes
are needed for such access, etc. Analogizing a Myspace Web page to a telephone call, a witness’s testimony that

he or she has received an incoming call from a person claiming to be “A,” without more, is insufficient evidence to
admit the call as a conversation with “A.” Here, while the foundational testimony established that the messages were
sent by someone with access to Williams’s MySpace Web page, it did not identify the person who actually sent the
communication. Nor was there expert testimony that no one other than Williams could communicate from that Web
page. Testimony regarding the contents of the messages should not have been admitted.

Williams, 926 N.E.2d at 1172-73.
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Facebook, Information for Law Enforcement Authorities, https://www.facebook.com/safety/groups/law/guidelines (last™

visited Aug. 22, 2017) [hereinafter, Facebook Guidelines).
People v. Clevenstine, 891 NY.S.2d 511 (NY. App. Div. 2009).
Facebook Guidelines, supra note 89. al
ol Wisconsing dsola ygilall &yl 8 (gilall 3wl
David S. Schwartz, A Foundation Theory of Evidence, 100 Geo. L. 95, 167 (2011); see also Paul F. Rothstein, Response
Essay: Some Observations on Professor Schwartz’s ‘Foundation’ Theory of Evidence, 100 Geo. L.J. OnNuNe 9 (2012); David S.
Schwartz, Reply to Professor Rothstein, 100 Geo. L.J. ONUNE 16 (2012).
O’Floinn & Ormerod, Social Networking Material, supra note 71, at 490. 9
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Erectronic Evipence 191 10.282-10.283 (Stephen Mason & Daniel Seng, eds. 2010). 7°
WLR 651; [1972] 2 All ER 699; [1972] 56 Cr. App. R. 450; [1972] Crim. LR 316; [1972] 116 S) 313. 1 [1972] N
The court stated:

However, for the purposes of this case | accepted the proposition that I ought to conduct a comprehensive inquiry
into not only the history of the tapes but also their nature and condition and that for this purpose I should hear
evidence on both sides and decide the question on the balance of probabilities in the light of all the material before
me. Accordingly, I heard a mass of evidence beginning with a number of witnesses who, in support of the originality
of the tapes, gave evidence of their history from the actual process of recording up to the time of their production

in court. The testimony of those witnesses was unshaken, so it appeared to me, and undiminished by cross-
examination. Indeed, as it eventually appeared, there was no direct evidence to refute their account of how the tapes
first came into existence and how they had since been in safe and secure custody without opportunity for fabrication
or tampering of any kind. At the conclusion of that evidence there was a strong prima facie case for the originality

of the recordings. As | have already ventured to suggest, that was, as | see it, the apt and proper stage at which to
rule on the fundamental question of admissibility. If I had then been called upon to make a decision on the evidence
adduced by the Crown | would have had no hesitation in overruling the objections, whether as a matter of strict law or
.as a matter of discretion

Rv. Robson [1972] 1 WLR 651 at 651;\
[1990] NI 306.
The Queen v. Aidan Quinn [2011] NICA (Crim) 19.
The Court of Appeal in Northern Ireland held: I
Although he recognised that Murphy was binding on us Mr O’Rourke submitted that the issue of authenticity had
to be determined by the court in favour of the prosecution beyond reasonable doubt before such a video could
be admitted in evidence. We do not accept that submission. Such a video is potentially relevant evidence. It is for
the jury to decide whether the video is authentic and if so what reliance to place on it. In general the court will not
prevent the jury receiving potentially relevant evidence in the absence of some statutory or other prohibition upon its
receipt. Such a statutory framework governs, for example, the admissibility of alleged confessions but in our view has
no application in this case. The test of whether the video is prima facie authentic is no more than a test of potential
.relevance
Aidan Quinn [2011] NICA 19 at 1{;
yillagpll East Angliar dola 58 giliall (ygilsll g4 (Emeritus Professor) a,;24 o;Lqu :
Rosemary Pattenden, Authenticating “Things” in English Law: Principles for Adducing Tangible Evidence in Common Law""
Jury Trials, 12 INT'L J. EviDENCE & ProOF 272, 302 (2008).
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See also David Ormerod, ECHR and the Exclusion of Evidence: Trial Remedies for Article 8 Breaches, 2003 Crim. L. Rev. 61.

CJA 2003, section 114, provides: n
In criminal proceedings a statement not made in oral evidence in the proceedings is admissible as evidence of any (1)
matter stated if, but only if— (a) any provision of this Chapter or any other statutory provision makes it admissible,
(b) any rule of law preserved by section 118 makes it admissible, (c) all parties to the proceedings agree to it being
.admissible, or (d) the court is satisfied that it is in the interests of justice for it to be admissible W

CJA 2003, section 116, provides:
In criminal proceedings a statement not made in oral evidence in the proceedings is admissible as evidence of (1)
any matter stated if— (a) oral evidence given in the proceedings by the person who made the statement would be
admissible as evidence of that matter, (b) the person who made the statement (the relevant person) is identified to
the court’s satisfaction, and (c) any of the five conditions mentioned in subsection (2) is satisfied. (2) The conditions
are— (a) that the relevant person is dead;(b) that the relevant person is unfit to be a witness because of his bodily
or mental condition; (c) that the relevant person is outside the United Kingdom and it is not reasonably practicable
to secure his attendance; (d) that the relevant person cannot be found although such steps as it is reasonably
practicable to take to find him have been taken; (e) that through fear the relevant person does not give (or does
not continue to give) oral evidence in the proceedings, either at all or in connection with the subject matter of the
statement, and the court gives leave for the statement to be given in evidence.
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CJA 2003, section 115, provides:"A
In this Chapter references to a statement or to a matter stated are to be read as follows. (2) A statement is any (1)
representation of fact or opinion made by a person by whatever means; and it includes a representation made in
a sketch, photofit or other pictorial form. (3) A matter stated is one to which this Chapter applies if (and only if) the
purpose, or one of the purposes, of the person making the statement appears to the court to have been— (a) to
cause another person to believe the matter, or (b) to cause another person to act or a machine to operate on the
.basis that the matter is as stated
Explanatory Notes for CJA 2003, Section 115, http://www.legislation.gov.uk/ukpga/2003/44/notes/division/4/11/2/2.
See J.C. Smith, The Admissibility of Statements by Computer, 1981 Crim. L. Rev. 387.
See Colin Tapper, Electronic Evidence and the Criminal Justice Act 2003, 2004 COMPUTER & TELECOMMUNICATIONS L. Rev. 161. In
Rosemary Pattenden, Machinespeak, 2010 Crim. L. Rev. 623, 632. Ire
WLR 1479; [1987] 1 All ER 225; [1987] 84 Cr. App. R 191; [1987] 151 JP 103; [1987] Crim. LR 119; [1987] 151 JPN 110; 1 [1986] ire
[1987] 84 LSG 412; [1986] 130 S) 9?'3
R v. Toussaint-Collins (Christopher) [2009] EWCA (Crim) 316.
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Sec. 128 of CJA 2003
According to section 114(2) of CJA 2003:
In deciding whether a statement not made in oral evidence should be admitted under subsection (1)(d), the court
must have regard to the following factors (and to any others it considers relevant)—
(@) how much probative value the statement has (assuming it to be true) in relation to a matter in issue in the proceedings,
or how valuable it is for the understanding of other evidence in the case;
(b) what other evidence has been, or can be, given on the matter or evidence mentioned in paragraph (a);

139




Rawashdeh, International Review of Law 2017:14 30 of 44 pages

Uialodl sde ol el s gde wlipiy boaic Lhgna 114(1)(D) 8alodl gde aloiell aie j il oausy
81001 ddl2ioll €99l 0y383 58 dloinoll ygmall Ly bglao yoias 18 € g ilall (o 1179 116
8:lo)l ad GA TG0 Gle lmalac] loyd g gl Wgpallg 114(2)(H) saloll ad Guaibo sle

3209 o iel s 3l paauidl dygm ol wlais geloiall Junlgill gdlgo Gl $8 smg 114(2)(D)
114(2) 8:3la)l Ui GuAio gl Wlslall oam slacl pld (o d48lano a0 ouybiy d8lie g3 yol djgmll
68 il ge oy 6 3 ol A wua il oluall paaddl g 98 Juda cllio Gla 131 .(E)
114(2)(P) o)l ey A di Los J81 63101 alacl4p8lano

@]l Gaaaill gl wlholl
63 gl cqu leioll Julall Jgud g0 Egago 2003 il g judaill abiliall sl (gild oA
Jolgil &dlgo (o alanisll algolld .clgw 1a ghe omioll jutg (romioll Jud (o Lyl wias)l
Rvyaund a9 QSLo-wJI 9l &aaddll :w@m@mﬂwwulwlw@chl
Sle 9590l Eosn0 ity @yl sl claicll lais o pad sac paiel wang €V Delaney
s Aol u;.t.O.;Jlu_C@.cpuflﬂ_\QJb@Sq_o_ag.”ol Uaieo aiony @yaipaioll Jo @luo
aalallaaanll o aule Jgaall i Uils pady yl padiol) ¢gagoll dotao wjlal Adg unallpan
Ol groall angiasll dinan gle ga ol s duyn wgeloiall Junlgill gdlgo aal gle gAiuiiol)
ool doyally aiilal o rad 13 ool (e gl elaiell dogpn e dldicl oy Gl Joinoll (o
Lo gl el el o sac Jgud o3 b Al oin g8 auoiy Egagoll dlleiw di los oy
bl alae 98 seloinll Jnlgill gdgo gle gA ol

wlialaoll o il 38l ygas geloinll Jnlgill &8lgo pic Loy iy gl jgallg eilindlioll
Glelbll s oeloiall Jnlgill &lgo pic i gl ellaill s gle sglle .ang) lang pid il
a4 b gle cl@anbl o pmas) Guldl o A dac (o il dseudl 6)lall Jugldllg daalsl
&lgo glc wlogleoll oim gy puall aladdlly .cbpll o yall amuly geloiall Jalgill
&io gl loyluiail o aal) &lawg 6l pgalos U usll (e 9l il (e clga gecloiall Jolgill
apilinll gge sl 98 Wiall aal aay ol wglloll o il ayde iy g 31 ol o3l JAuiny lodynus
99 JuJas lodgid ool pog ol ed sgaudll aal gl @iall Al gleii a2l 6)la bl
&llgo sle wlogl=oll 0in 518 (g liniy Gl Bl (o juu4 dac agng cga @9 ligggcall
geloiall Junlgill

8)9-03 LAl Al ga byalall @lall las ] aus Jhiin 6Ll s ol plall as) 68 6891
aalaliplanll lbis hiiy Juas leeyadiallglao ld iy eloinll Jnlgill gdlgo gl ymlas
rom Lol iy gl €l8all o aude aloicll oy 28 @lall o qill limg Aol gl aina il cgw Egragol
lovia) &8y lidl bl plan gle sloiell sl dolell 4Ll aling Ul goaiso wus abdll Jad o gf
Uéﬁj@ﬂlgmﬁdl&&o@ng_ul_;@l&_i_oﬂ@_doi;ﬂld_mlg_IJIéng_oL'}_od_miéJld_&JAJlfo_\_éjbch
Jdall s e dlioll rog (o A o by g o o) ol L)l dinm iunog s vt glun

(c) how important the matter or evidence mentioned in paragraph (a) is in the context of the case as a whole;
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Facebook, Daity MaiL, Nov. 19, 2009, http://www.dailymail.co.uk/news/article-1228863/Glassed-woman-tracks-attacker-
Facebook-police-say-help.htmlt (conviction of Ashleigh Holl lman)

Rv. H [2009] EWCA (Crim) 1453; R v. McCullough (Owen Sidney) [2011] EWCA (Crim) 1413; Jenkins (John Joseph) v. Hm oA

Advocate [2011] HCJAC 86; 2011 SCL 927; 2011 SCCR 575; 2011 GWD 29- 6F

R v. McCullough (Owen Sidney) [2011] EWCA (Crim) 1413. °q

R v. Turnbull (Raymond) [1977] QB 224; [1976] 3 WLR 445; [1976] 3 All ER 549; (1976) 63 Cr. App. R 132; [1976] Crim. LR 565

[1976] 120 SJ 486.
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Att'y Gen.s Ref. (No. 2 of 2002) [2002] EWCA (Crim) 2373; [2003] 1 Cr. App. R 21; [2003] Crim. LR 192. ni

According to the court: nr

In our judgment, on the authorities, there are, as it seems to us (at least four circumstances in which, subject to the judicial
discretion to exclude, evidence is admissible to show and, subject to appropriate directions in the summing-up) a jury can
be invited to conclude, that the defendant committed the offence on the basis of a photographic image from the scene of the
crime:

(i) where the photographic image is sufficiently clear, the jury can compare it with the defendant sitting in the dock (Dodson
& Williams);

(if) where a witness knows the defendant sufficiently well to recognise him as the offender depicted in the photographic
image, he can give evidence of this (Fowden & White, Kajalave v Noble , Grimer, Caldwell & Dixon and Blenkinsop); and this
may be so even if the photographic image is no longer available for the jury (Taylor v The Chief Constable of Chester);
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(iii) where a witness who does not know the defendant spends substantial time viewing and analysing photographic images
from the scene, thereby acquiring special knowledge which the jury does not have, he can give evidence of identification
based on a comparison between those images and a reasonably contemporary photograph of the defendant, provided that
the images and the photograph are available to the jury (Clare & Peach);
(iv) a suitably qualified expert with facial mapping skills can give opinion evidence of identification based on a comparison
between images from the scene, (whether expertly enhanced or not and a reasonably contemporary photograph of the
defendant, provided the images and the photograph are available for the jury (Stockwell 97 Cr App R 260, Clarke [1995] 2 Cr
App R 425 and Hookway [1999] Crim LR 750).
Att'y Gen.s Ref. (No. 2 of 2002) 1 32@

[2008] EWCA (Crim) 1522; [2009] Crim. LR 4o.
Rv. Jabar (Daria) [2010] EWCA (Crim) 130. e

Rv.V[2006] EWCA (Crim) 1901 ”

R V. S [2009] EWCA (Crim) 2457
Rv. T[2001] EWCA (Crim) 1877; R v. M [2009] EWCA (Crim) 618. nv

Sec. 42 (1)(c) provides that: sexual behaviour ‘means any sexual behaviour or other sexual experience, whether or not
involving any accused or other person, but excluding (except in section 41(3)(c)(i) and (5)(a)) anything alleged to have taken
place as part of the event which is the subject matter of the charge against the accused.”
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O’Floinn & Ormerod, Social Networking Material, supra note 71, at 502. ”q

[2011] EWCA (Crim) 1136; [2012] 1 WLR 2364; [2012] 1 Cr. App. R. 4
[2011] EWCA (Crim) 2305. wi

Mike Redmayne, Myths, Relationships and Coincidences: The New Problems of Sexual History, 7 INTL ). EvIDENCE & PrRooF 75
(2003).
See sec. 41(6) of the Youth Justice and Criminal Evidence Act 1999, c. 23 [hereinafter YJCE Act]. 'a"'

Sec. 42(1)(b) of the YJCE Act defines “issue of consent” to mean “any issue whether the complainant in fact consented to
the conduct constituting the offence with which the accused is charged (and accordingly does not include any issue as to the

belief of the accused that the complainant so consented).”

Sec. 41(4) of the YJCE Act.'V°
R v. MF [2005] EWCA (Crim) 3376."!
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O’Floinn & Ormerod, Social Networking Material, supra note 71, at 504; see also O’Floinn & Ormerod, Social Networking
Sites, supra note 31, at 7%;

Gl gay0 age soal Yy i
See also David Ormerod, ECHR and the Exclusion of Evidence: Trial Remedies for Article 8 Breaches, 2003 Crim. L. Rev. 61.
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See Alisdair A. Gillespie, Regulation of Internet Surveillance, 4 Eur. Hum. Rrs. L. Rev. 552 (2009); see generally Yaman va

Akdeniz, Nick Taylor, & Clive Walker, Regulation of Investigatory Powers Act 2000 (1): BigBrother.gov.uk: State Surveillance in
the age of information and rights, 2001 Crim. L. Rev. 7"%
Simon Mckay, Approaching Allegations of Entrapment Part II, Crim. L. & Just. Wk, Jan. 16, 2009, https: //wwvv

criminallawandjustice.co.uk/features/Approaching-Allegations-Entrapment-Part-1I.

Attorney General’s Reference (No. 3 of 2000) [2001] UKHL 53, [2001] 1 WLR 2060, [2001] 4 All ER 897, [2002] 1 Cr. App I

R 29, [2002] UKHRR 333, [2002] HRLR 8.

Andrew Ashworth, Re-drawing the boundaries of entrapment, 2002 Crim. L. Rev. 161. I

Att'y Gen.’s Ref. (No. 3 of 2000) at 11 26-28. AP

According to the court: A

Accordingly, one has to look elsewhere for assistance in identifying the limits to the types of police conduct which, in
any set of circumstances, are acceptable. On this a useful guide is to consider whether the police did no more than
present the defendant with an unexceptional opportunity to commit a crime. | emphasise the word unexceptional.
The yardstick for the purpose of this test is, in general, whether the police conduct preceding the commission of the
offence was no more than might have been expected from others in the circumstances. Police conduct of this nature
is not to be regarded as inciting or instigating crime, or luring a person into committing a crime. The police did no
.more than others could be expected to do. The police did not create crime artificially

Att'y Gen.s Ref. (No. 3 of 2000) at 1 23

According to the court in Ridgeway v The Queen (1995) 184 CLR 19, 92

The State can justify the use of entrapment techniques to induce the commission of an offence only when the inducement

is consistent with the ordinary temptations and stratagems that are likely to be encountered in the course of criminal

activity. That may mean that some degree of deception, importunity and even threats on the part of the authorities may be

.acceptable. But once the State goes beyond the ordinary, it is likely to increase the incidence of crime by artificial means
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R v Jones [2007] EWCA (Crim) 1118; [2008] QB 460 at 472.”n
According to the court in Attorney General’s Reference (No. 3 of 2000):
This is by no means the only factor to be taken into account when assessing the propriety of police conduct. The
investigatory technique of providing an opportunity to commit a crime touches upon other sensitive areas. Of its
nature this technique is intrusive, to a greater or lesser degree, depending on the facts. It should not be applied in a
random fashion, and used for wholesale ‘virtue-testing’, without good reason. The greater the degree of intrusiveness,
.the closer will the court scrutinise the reason for using it. On this, proportionality has a role to play
Att'y Gen.s Ref. (No. 3 of 2000) at 1 2
R v Jones [2007] EWCA (Crim) 1118; [2008] Q.B 460. AR
Id. at 470, 1 21. |/\q
The Court of Appeal held that “Far from instigating the offence, the police officer's conduct provided only the opportumty
for the appellant to attempt to commit a similar offence and provide the evidence necessary for a conviction.” /d. at 1 23
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See Kate Hofmeyr, The problem of private entrapment, 2006 Crim. L. Rev. 319. lar
See Rv. Sang [1980] AC 402. 1ap
R v. Smurthwaite [1994] 1 All ER 898. 19
Rv. Shannon [2001] 1 WLR 51.'%°
Anorew L-T CHoo, Evience 193 (2d ed. 2009). 19
Rv.Shannon [2001] 1 WLR 51 at 21. lav
Id. at 38.'(“\
Att'y Gen.s Ref. (No. 3 of 2000) at 11 43, 103. 199
D. Sleight, Entrapment, 107 L.S.G. (Law Society Gazzete) 22 (2010). -
O’Floinn & Ormerod, Social Networking Material, supra note 71, at 508. r
Att'y Gen.’s Ref. (No. 3 ofzooo) r.r
Id. at 23
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O’Floinn & Ormerod, Social Networking Material, supra note 71, at 508 ré
[19971 23 EHRR 313
[2008] EWCA (Crim) 2177
Id. at 20.
The Court of Appeal held:r"\
In these appeals the question which arises, if the privilege is engaged at all, is whether the interference with it is
proportionate and permissible. A number of issues are clear and stark. The material which really matters is lawfully
in the hands of the police. Without the key it is unreadable. That is all. The process of making it readable should not
alter it other than putting it into an unencrypted and intelligible form that it was in prior to encryption; the material
in the possession of the police will simply be revealed for what it is. To enable the otherwise unreadable to be read
is a legitimate objective which deals with a recognised problem of encryption. The key or password is, as we have
explained, a fact. It does not constitute an admission of guilt. Only knowledge of it may be incriminating. The purpose
of the statute is to regulate the use of encrypted material, and to impose limitations on the circumstances in which it
may be used. The requirement for information is based on the interests of national security and the prevention and
detection of crime, and is expressly subject to a proportionality test and judicial oversight. In the end the requirement
to disclose extends no further than the provision of the key or password or access to the information. No further
.questions arise
[2008] EWCA (Crim) 2177 at 25.
WLR 817, [2003] 1 AC 681, [2001] 2 All ER 97, [2000] UKPC D3, [2000] GWD 40-151, [2001] 11 BHRC 179, [2001] SLT 2 [2001] r
.59, [2001] SC (PC) 43, [2001] 3 LGLR 24, [2001] RTR 121, [2001] UKHRR 333, [2001] HRLR 9, [2001] SCCR 62
Stott v. Brown [2003] 1 AC 681 at 704
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ed. 2010?.
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E.g., Section 8 of the Criminal Procedure and Investigations Act 1996, c. 25; Section 22 of the Civil Procedure Rule (UK,”E
1998).
See, e.g.,Jud. Standards Comm’n, Public Reprimand, B. Carlton Terry, Jr., District Court Judge, Inquiry No. 08-234 (April 1o
2009),
.http://www.aoc.state.nc.us/www/public/coa/jsc/publicreprimands/jsco8-234.pdf

See, e.g., NY. Advisory Comm. on Jud. Ethics, Op. 08-176 (Jan. 29, 2009), http://www.courts.state.ny.us/ip/judicialethics/
Opinions/08-176.htm.
Fla. Jud. Ethics Advisory Comm., Op. 2009-20 (Nov. 17, 2009), http://www.jud6.org/LegalCommunity/LegalPractice/ rv
opinions/jeacopinions/2009/2009-20.html.

Margaret M. DiBianca, Ethical Risks Arising from Lawyers’ Use of (And Refusal to Use) Social Media 12 DeLawage L. Rev. 179,
198 (2011).
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